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ABSTRACT 

This study presents a Comprehensive Facial 
Identification and Law Enforcement Support 
System tailored to address inefficiencies in 
criminal identification within Malawi’s 
resource-constrained policing environment. Rising 
crime rates, driven by urbanization and 
sophisticated criminal tactics, have overwhelmed 
traditional manual identification methods, which 
suffer from delays, misidentification, and limited 
scalability. The proposed system integrates 
real-time video analysis, facial recognition 
technology, and a user-friendly interface to enable 
rapid and accurate suspect identification in 
dynamic settings. 

Built using Django, OpenCV, Dlib, and the 
face_recognition Python library, the system 
comprises suspect registration, live video feed 
analysis, automated alerts, and analytics 
dashboards. Testing revealed a 92% accuracy rate, 
with pilot deployments in Lilongwe demonstrating 
a reduction in identification time from 48 hours to 
under 10 minutes. A feasibility study confirmed 
technical, operational, and financial viability, with 
positive user feedback emphasizing the system’s 
intuitive design. 

The system enhances operational efficiency and 
supports proactive threat detection through 
behavioral data analysis. Future improvements 
include integration with national criminal 
databases, mobile app accessibility, and enhanced 
performance in low-light conditions. This solution 
offers a scalable, ethical, and cost-effective model 
for improving public safety in Malawi and other 
low-resource contexts. 

Keywords: Facial Recognition, Law Enforcement, 
Real-Time Detection, Suspect Management, 
Public Safety, Machine Learning 
 
INTRODUCTION 

Background 

Malawi faces escalating crime rates fueled by 
rapid urbanization, economic disparities, and 
limited policing resources. With a population 
exceeding 20 million and only 13,000 police 
officers, the Malawi Police Service (MPS) is under 
significant strain. Organized crime, cyber-enabled 
offenses, and public disorder incidents have 
surged, particularly in urban centers like 
Lilongwe, Blantyre, and Mzuzu. Traditional 

identification methods—relying on eyewitness 
accounts, paper-based records, and manual 
cross-referencing—are slow, error-prone, and 
inadequate for modern policing demands. Smith et 
al. (2020) report that manual identification 
processes in Sub-Saharan Africa achieve less than 
70% accuracy, contributing to wrongful arrests, 
delayed investigations, and eroded public trust. 

Globally, facial recognition technology has 
revolutionized law enforcement, with applications 
in suspect tracking, border security, and crowd 
monitoring. Countries like the United States, 
China, and the United Kingdom have integrated 
these systems into their policing frameworks, 
achieving significant improvements in response 
times and case resolution rates (Wang & Deng, 
2021). However, deploying such technologies in 
resource-limited settings like Malawi requires 
solutions that are cost-effective, scalable, and 
culturally sensitive. This study introduces a 
Comprehensive Facial Identification and Law 
Enforcement Support System designed to bridge 
these gaps, leveraging open-source tools and 
low-cost hardware to deliver real-time 
identification and analytics. 

Objectives 

The system aims to: 

1. Enable seamless integration with law 
enforcement databases for accurate 
suspect information retrieval. 

2. Provide real-time identification of 
suspects through live video feeds. 

3. Streamline suspect registration and 
management via an intuitive interface. 

4. Support proactive threat detection through 
behavioral and pattern analysis. 

5. Enhance operational decision-making with 
data-driven analytics and trend reports. 

6. Ensure ethical deployment through 
transparency, consent, and data security 
measures. 

Problem Definition 

Malawi’s law enforcement faces several critical 
challenges: 

1. High Misidentification Rates: Manual 
methods lead to frequent errors, with over 
30% of identifications being inaccurate 
(Smith et al., 2020). 
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2. Fragmented Databases: Outdated and 
disconnected systems hinder suspect 
tracking. 

3. Delayed Response Times: Lack of 
real-time tools delays apprehension, 
allowing suspects to evade capture. 

4. Resource Constraints: Limited 
personnel, equipment, and funding restrict 
policing capacity. 

5. Reactive Policing: Inability to detect 
threats proactively limits crime 
prevention. 

Scope and Significance 

The system targets urban centers with existing 
surveillance infrastructure, integrating facial 
recognition into CCTV networks to reduce 
investigation times and enhance public safety. Its 
significance lies in: 

1. Supporting evidence-based policing 
through accurate and transparent 
identification. 

2. Building public trust by minimizing 
wrongful arrests and ensuring ethical data 
use. 

3. Providing a scalable model for other 
low-resource settings in Sub-Saharan 
Africa. 

4. Reducing the operational burden on 
understaffed police forces. 

Research Questions 

This study addresses the following questions: 

1. Can facial recognition technology be 
effectively deployed in Malawi’s 
resource-constrained environment? 

2. What is the accuracy and usability of the 
proposed system in real-world policing 
scenarios? 

3. How can ethical and privacy concerns be 
addressed in the system’s design and 
deployment? 

LITERATURE REVIEW 

Evolution of Facial Recognition 

Facial recognition technology has evolved 
significantly since its inception in the 1960s, when 
systems relied on geometric measurements of 
facial landmarks (Bledsoe, 1966). The advent of 
deep learning in the 2000s marked a turning point, 

with convolutional neural networks (CNNs) 
enabling robust feature extraction. Modern 
frameworks like Dlib’s ResNet-based face 
encodings (King, 2009), FaceNet (Schroff et al., 
2015), and DeepFace (Taigman et al., 2014) 
achieve over 95% accuracy on benchmark datasets 
like LFW (Labeled Faces in the Wild). These 
models use 128-dimensional embeddings to 
represent facial features, allowing efficient 
matching even in large databases. 

Applications in Law Enforcement 

Facial recognition has been widely adopted in 
policing globally. In the U.S., systems like 
CLEAR (Citizen Law Enforcement Analysis and 
Reporting) integrate facial recognition with 
criminal databases, improving suspect 
identification rates by 40% (Nguyen et al., 2019). 
China’s Skynet project uses real-time surveillance 
to track individuals across urban areas, though it 
raises significant privacy concerns (Wang & Deng, 
2021). In the U.K., the Metropolitan Police’s facial 
recognition trials achieved an 80% match rate in 
crowd monitoring but faced criticism for bias 
against minority groups (Fussey & Murray, 2019). 

Challenges in Low-Resource Contexts 

In Sub-Saharan Africa, facial recognition adoption 
is limited by infrastructural constraints, high costs, 
and ethical concerns. Studies by Manda and 
Backhouse (2022) highlight challenges such as 
unreliable power grids, low-bandwidth networks, 
and lack of trained personnel. Moreover, datasets 
used to train facial recognition models often 
underrepresent African facial features, leading to 
higher error rates for dark-skinned individuals 
(Buolamwini & Gebru, 2018). These findings 
underscore the need for localized, cost-effective, 
and bias-mitigated solutions. 

Ethical and Privacy Considerations 

Facial recognition raises concerns about 
surveillance overreach, data misuse, and 
algorithmic bias. Nguyen et al. (2019) advocate for 
transparent consent processes and encrypted data 
storage to mitigate risks. In Malawi, where data 
protection laws are nascent, ethical deployment 
requires community engagement and clear 
governance frameworks. This study builds on 
these insights, prioritizing open-source tools and 
consent-based data collection to ensure 
accountability. 
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SYSTEM DESIGN AND ARCHITECTURE 
System Overview 

The system follows a modular architecture 
optimized for low-bandwidth environments. It 
integrates a facial recognition engine, a web-based 
interface, and a centralized database, with offline 
caching to ensure reliability during network 
disruptions. The architecture is designed for 
scalability, allowing deployment on edge devices 
like Raspberry Pi 4 and integration with existing 
CCTV infrastructure. 

Key Components 

1. Facial Recognition Engine: Built using 
OpenCV for image processing and the 
face_recognition library for encoding and 
matching. Dlib’s ResNet model generates 
128-dimensional face embeddings, 
achieving high accuracy with low 
computational overhead. 

2. Web Interface: Developed with Django 
4.0, Bootstrap, and JavaScript, the 
interface supports suspect registration, live 
feed monitoring, and analytics 
visualization. It includes role-based access 
for Admins, Officers, and Analysts. 

3. Database: PostgreSQL stores suspect 
profiles (name, ID, face encodings), 
incident logs, and user credentials. Face 
encodings are encrypted using AES-256 to 
ensure data security. 

4. Live Video Feed Integration: Supports 
RTSP camera feeds via FFmpeg wrappers, 
enabling real-time processing of 
surveillance footage. 

5. Alert System: Uses Redis for real-time 
notifications, triggering SMS and email 
alerts when a suspect is identified. 

6. Analytics Module: Generates heatmaps, 
time-of-day statistics, and suspect 
movement patterns to support proactive 
policing. 

Security Measures 

1. User Authentication: Implements OAuth 
2.0 for secure login and role-based access 
control. 

2. Data Encryption: Face encodings and 
sensitive data are encrypted both at rest 
and in transit. 

3. Audit Trails: Logs all user interactions 
for accountability and compliance with 
data protection regulations. 

Hardware Requirements 

The system is optimized for low-cost hardware: 

1. Edge Devices:System(4GB RAM, 
quad-core processor). 

2. Cameras: Standard CCTV cameras 
supporting RTSP streams (minimum 720p 
resolution). 

3. Server: Local server with 8GB RAM, 
500GB storage, and Ubuntu 20.04 LTS. 

 

 

 

METHODOLOGY  

Development Approach 

The project adopted an Agile methodology, with 
iterative sprints for requirements gathering, 
prototyping, testing, and refinement. Stakeholder 
engagement involved 50 police officers and 10 IT 
personnel from Lilongwe, Blantyre, and Mzuzu, 
ensuring the system aligned with operational 
needs. 

Data Collection 

A dataset of 1,500 annotated facial images was 
collected from consenting volunteers, representing 
diverse ethnic groups in Malawi to mitigate bias. 
Images were captured under varying lighting 
conditions and angles to enhance model 
robustness. An additional 500 surveillance clips 
from mock scenarios were used for testing. 

Model Training 

The facial recognition model was fine-tuned using 
Dlib’s pre-trained ResNet-34 architecture. 
Training involved: 

1. Preprocessing images with OpenCV for 
face detection and alignment. 

2. Generating 128-dimensional embeddings 
for each face. 

3. Optimizing the model with triplet loss to 
improve matching accuracy. 

Testing and Evaluation 

Testing was conducted in three phases: 
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1. Lab Testing: Evaluated accuracy, speed, 
and robustness using controlled datasets. 

2. Field Testing: Deployed prototypes in 
police stations to assess usability and 
real-world performance. 

3. Pilot Deployment: Ran a three-month 
trial in Lilongwe to measure operational 
impact. 

Performance metrics included: 

1. Accuracy: Precision, recall, F1-score. 
2. Speed: Processing time per frame and 

alert latency. 
3. Usability: User satisfaction scores and 

task completion times. 

Ethical Protocols 

Data collection adhered to ethical guidelines, with 
informed consent obtained from all participants. 
Facial data was anonymized, and participants 
could withdraw at any time. A community 
advisory board reviewed the project to ensure 
cultural sensitivity. 

RESULTS 

Accuracy and Performance 

The system achieved the following metrics across 
750 test cases: 

1. Precision: 93.2% (correctly identified 
suspects). 

2. Recall: 90.8% (proportion of true suspects 
detected). 

3. F1-Score: 92.0% (harmonic mean of 
precision and recall). 

4. False Positive Rate: 3.8%, minimized 
through model tuning and threshold 
optimization. 

Processing speed averaged 0.12 seconds per frame 
on Raspberry Pi 4, enabling real-time detection. 
Under low-light conditions, accuracy dropped to 
85%, highlighting a need for enhanced 
preprocessing. 

 

Pilot Deployment Outcomes 

The three-month pilot in Lilongwe involved three 
police stations, covering 10 CCTV cameras and a 
database of 2,500 suspect profiles. Key outcomes: 

1. Identified 62 known suspects with a 
94.3% match rate. 

2. Reduced identification time from 48 hours 
to 8.7 minutes on average. 

3. Generated 120 automated alerts, with 95% 
deemed actionable by officers. 

4. Analytics dashboards provided insights 
into crime hotspots, with heatmaps 
identifying high-risk areas. 

 

User Feedback 

A survey of 40 officers rated the system 4.6/5 for 
usability, with 92% reporting improved efficiency. 
Key strengths included: 

1. Intuitive dashboard design, requiring less 
than 2 hours of training. 

2. Real-time alerts, reducing response times 
by 60%. 

3. Analytics tools, enabling data-driven 
resource allocation. 

Challenges noted included occasional system lag 
during high-traffic periods and difficulties in 
low-light scenarios. 

Resource Efficiency 

The system operated on low-cost hardware, with 
each edge device costing $100 and consuming 5W 
of power. Offline caching ensured functionality 
during network outages, critical in Malawi’s 
unstable connectivity environment. Deployment 
costs per site averaged $600, including hardware, 
software, and training. 

DISCUSSION 

Performance Analysis 

The system’s 92% F1-score significantly 
outperforms the 70% accuracy of manual methods 
(Smith et al., 2020), demonstrating its potential to 
reduce misidentification and wrongful arrests. 
Real-time processing at 0.12 seconds per frame 
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supports rapid response in urban settings, 
addressing the inefficiencies of traditional 
methods. The pilot’s 94.3% match rate confirms 
reliability in real-world conditions, though 
performance in low-light scenarios (85% F1-score) 
indicates a need for advanced image enhancement 
techniques, such as infrared imaging or 
GAN-based preprocessing. 

Operational Impact 

The reduction in identification time from 48 hours 
to 8.7 minutes represents a paradigm shift for 
Malawi’s police force. By automating suspect 
matching and providing actionable alerts, the 
system alleviates the burden on understaffed units, 
allowing officers to focus on apprehension and 
prevention. Analytics dashboards enabled 
proactive policing, with heatmaps guiding patrol 
deployments to high-risk areas, reducing reported 
incidents by 15% during the pilot. 

Ethical and Social Implications 

Ethical deployment was prioritized through 
consent-based data collection, encrypted storage, 
and transparent governance. Community 
engagement ensured cultural sensitivity, with 80% 
of surveyed residents expressing support for the 
system provided privacy safeguards remained in 
place. However, risks of bias and surveillance 
overreach, as highlighted by Buolamwini and 
Gebru (2018), require ongoing monitoring. The 
system’s open-source framework allows 
independent audits, fostering accountability. 

Limitations 

1. Infrastructure Dependency: The system 
relies on existing CCTV networks, 
limiting its immediate applicability in 
rural areas. 

2. Low-Light Performance: Accuracy drops 
in suboptimal lighting, necessitating 
further optimization. 

3. Scalability Challenges: Expanding to a 
national level requires integration with 
centralized databases, which are currently 
fragmented. 

4. Technical Expertise: Limited IT skills 
among police personnel may hinder 
long-term maintenance. 

Case Study: Lilongwe Pilot 

During the pilot, a high-profile theft case was 
resolved within 12 hours using the system. CCTV 
footage from a market identified a suspect with 
95% confidence, leading to an arrest and recovery 
of stolen goods. This case underscored the 
system’s ability to accelerate investigations and 
enhance public trust, with local media highlighting 
the police’s improved efficiency. 

CONCLUSION 

The Comprehensive Facial Identification and Law 
Enforcement Support System addresses critical 
gaps in Malawi’s policing framework, achieving 
92% accuracy, real-time processing, and 
significant operational improvements. The pilot 
deployment demonstrated its ability to reduce 
identification times, support proactive policing, 
and operate within resource constraints. Its 
low-cost, modular design makes it a viable model 
for other low-resource contexts, while ethical 
safeguards ensure responsible use. 

Future enhancements include: 

1. Integration with national criminal 
databases for broader coverage. 

2. Mobile app development for field-based 
access. 

3. Low-light optimization using advanced 
image processing. 

4. Training programs to build technical 
capacity among police personnel. 

By combining technological innovation with 
ethical governance, the system sets a foundation 
for modernizing law enforcement in Malawi, 
fostering safer communities and stronger public 
trust. 
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APPENDIX 

Appendix A: System Specifications 

1. Hardware: Ubuntu 20.04 server. 
2. Software: Python 3.11, Django 4.0, 

PostgreSQL 14, Redis 6.2, OpenCV 4.5, 
Dlib 19.24. 

3. Network: Minimum 1Mbps bandwidth, 
offline caching for intermittent 
connectivity. 
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