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ABSTRACT

The increasing sophistication of cyber threats
necessitates advanced security mechanisms
capable of detecting, analyzing, and
responding to malicious activities in real time.
This paper presents an Intelligent Auditing
System: a Centralized Hybrid Host-Based
Intrusion Detection System (HIDS) designed
to enhance organizational cybersecurity
through a combination of signature-based and
anomaly-based detection techniques. The
proposed system integrates multiple host-level
monitoring agents deployed across networked
endpoints, which continuous collect and
transmit audit data to a centralized analysis
server.

The hybrid detection model leverages
predefined attack signatures to identify known
threats while employing machine learning
algorithms to detect deviations from normal
system behavior, thereby enabling the
discovery of previously unknown attacks. The
centralized architecture and facilitates efficient
data aggregation, correlation, and
management, improving detection accuracy
and reducing false positives. Additionally, the
system incorporates real-time alerting and
automated response mechanisms, allowing
security administrators to respond promptly to
potential breaches.

To ensure scalability and adaptability, the
system is designed with modular components
that support dynamic updates of detection
rules and learning models. Performance
evaluation demonstrates that the proposed
Intelligent Auditing System achieves high
detection rates with minimal system overhead,
making it suitable for deployment in both
small-scale and enterprise environments.
Centralized hybrid host-based intrusion
detection system for intelligent auditing

Furthermore, the system enhances forensic
capabilities by maintaining detailed audit logs
that support post-incident analysis and
compliance requirements. By combining
intelligent data analysis with centralized
control, the proposed solution addresses key
limitations of traditional host-based intrusion
detection systems. Centralized intelligent
hybrid host-based intrusion detection auditing
system architecture

In conclusion, this research contributes a
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robust and adaptive intrusion detection
framework that strengthens host-level security,
improves threat visibility, and provides a
proactive defense against evolving cyber
threats in modern computing environments.

KEYWORDS: Centralized intrusion
detection, hybrid HIDS, intelligent auditing,
anomaly detection, cybersecurity monitoring.

INTRODUCTION

The rapid growth of digital technologies and
interconnected systems has significantly
transformed how organizations operate, store
data, and deliver services. However, this
transformation has also introduced a wide
range of cybersecurity challenges, as modern
information systems are increasingly targeted
by sophisticated and persistent cyber threats.
Traditional security mechanisms such as
firewalls and antivirus software are no longer
sufficient to  provide  comprehensive
protection, particularly against advanced
attacks that exploit system vulnerabilities or
operate stealthily within host environments. As
a result, intrusion detection systems (IDS) have
become a critical component of contemporary
cybersecurity strategies.

Background of the Study

The increasing dependence on computer
systems and networked environments has
made cybersecurity a critical concern for
individuals, organizations, and governments.
As digital  transformation  accelerates,
information systems are exposed to a wide
range of threats, including malware infections,
unauthorized access, insider misuse, and
advanced persistent attacks. These threats
exploit vulnerabilities at both network and
host levels, often leading to data breaches,
financial loss, and disruption of services.
Consequently, protecting system integrity,
confidentiality, and availability has become a
top priority in  modern  computing
environments.

Intrusion Detection Systems (IDS) have
emerged as essential tools in identifying and
mitigating such threats. Traditionally, IDS are
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categorized into Network-Based Intrusion
Detection Systems (NIDS) and Host-Based
Intrusion Detection Systems (HIDS). NIDS
monitor network traffic to detect suspicious
patterns, while HIDS operate at the host level,
analyzing system logs, file integrity,
application behavior, and user activities. HIDS
provide deeper insight into internal system
operations, making them particularly effective
in detecting attacks that originate within the
system or bypass network defenses.

Despite their advantages, traditional HIDS
face several limitations. Many rely heavily on
signature-based detection techniques, which
are effective for identifying known threats but
fail to recognize new or evolving attack
patterns. Additionally, these systems often
generate high false positive rates, leading to
alert fatigue and reduced trust in the system.

Context

In today’s highly interconnected and data-
driven environment, organizations operate
across distributed systems that include on-
premises infrastructure, cloud platforms, and
remote endpoints. This complexity has
significantly increased the volume and
diversity of system-generated data, making
manual monitoring and traditional security
approaches insufficient. Cyber threats have
become more advanced, often leveraging
stealth techniques, polymorphic malware, and
coordinated attacks that evade conventional
detection mechanisms. As a result, there is a
growing demand for intelligent, automated
systems capable of analyzing large-scale audit
data and identifying malicious behavior in real
time.

Within this context, Host-Based Intrusion
Detection Systems (HIDS) play a crucial role
by providing granular visibility into activities
occurring within individual systems. However,
deploying isolated HIDS across multiple hosts
leads to fragmented data analysis and limits
the ability to detect patterns that span across
systems. Furthermore, the increasing need for
rapid threat detection and response has
highlighted the importance of integrating
multiple detection techniques and adopting
centralized architectures that can efficiently
manage and analyze data from diverse sources.
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Research Objectives

e To design a centralized system
architecture that efficiently collects
and manages audit data from multiple
host machines.

e To implement a hybrid detection
model that integrates signature-based
and anomaly-based techniques for
improved threat identification.

e To apply intelligent auditing
mechanisms,  including  machine
learning algorithms, to analyze
system behavior and detect anomalies.

e To reduce false positives and enhance
detection accuracy through adaptive
learning and data correlation.

LITERATURE REVIEW

2010-2015: Early research in intrusion
detection systems (IDS) primarily focused on
signature- based and rule-based approaches.
During this period, systems relied heavily on
predefined attack patterns to detect intrusions.
While effective against known threats, these
systems struggled with zero-day attacks and
rapidly evolving malware. Researchers began
identifying the limitations of static detection
models, particularly their inability to adapt to
new attack vectors. Host-Based Intrusion
Detection Systems (HIDS) were also explored,
with emphasis on monitoring system logs, file
integrity, and user activities. However,
challenges such as high false positives and
limited scalability were already evident.

2016-2018: This period marked a shift toward
anomaly-based detection techniques.
Researchers introduced machine learning
algorithms such as Support Vector Machines
(SVM), k-Nearest Neighbors (k-NN), and
Decision Trees to improve detection
capabilities. These approaches enabled IDS to
identify deviations from normal behavior,
making it possible to detect unknown threats.
Studies during this time demonstrated
improved detection rates, but also highlighted
issues such as high computational cost, need
for large training datasets, and increased false
alarm rates. Hybrid IDS models began to
emerge, combining signature-based and
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anomaly-based techniques to leverage the
strengths of both approaches.

2019-2021: Research focus expanded to
hybrid intrusion detection systems and the
integration of deep learning techniques.
Models incorporating  Artificial  Neural
Networks (ANN), Convolutional Neural
Networks (CNN), and Long Short-Term
Memory (LSTM) networks showed significant
improvements in detecting complex attack
patterns. During this period, there was also
increased attention on feature selection and
data preprocessing techniques to enhance
model efficiency and reduce false positives.
HIDS research emphasized improving host-
level monitoring capabilities and addressing
insider threats. However, scalability remained
a key challenge, particularly in distributed
environments with multiple endpoints.

2022-2023: Recent studies have emphasized
centralized and distributed IDS architectures
to address scalability and data management
challenges. Researchers proposed systems that
aggregate audit data from multiple hosts into
centralized servers for improved analysis and
correlation. This approach enhanced real-time
detection and  response  capabilities.
Additionally, intelligent auditing systems
gained attention, incorporating advanced
analytics and  machine learning to
automatically interpret logs and detect
anomalies. Studies also explored the use of
ensemble learning and hybrid deep learning
models to improve detection accuracy and
system robustness.

2024-2026: The latest research trends focus
on intelligent, adaptive, and scalable intrusion
detection systems. Hybrid HIDS integrated
with centralized architectures have become a
dominant approach, combining multiple
detection techniques with efficient data
management. Deep learning models, including
hybrid CNN-LSTM  frameworks, have
demonstrated high accuracy in detecting both
known and unknown threats. Furthermore,
there is growing interest in real-time analytics,
automated response mechanisms, and the use
of artificial intelligence to enhance system
adaptability. Researchers are also addressing
challenges such as dataset imbalance,
computational overhead, and the need for real-
world validation.
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METHODOLOGY

This research adopts an Agile and iterative
development methodology combined with a
design science research approach to develop
and evaluate a Centralized Hybrid Host-
Based Intrusion Detection System (HIDS)
with intelligent auditing capabilities. The
methodology is structured to support
continuous improvement, rapid prototyping,
and systematic evaluation of the proposed
system. The approach ensures flexibility in
refining detection models, system architecture,
and performance optimization throughout the
development lifecycle.

Research Design Approach

The study follows a Design Science Research
(DSR) framework, which focuses on the
creation and evaluation of innovative IT
artifacts. In this case, the artifact is the
centralized hybrid HIDS system. The DSR
process involves:

e Problem Identification: Limitations
in existing HIDS such as high false
positives, poor scalability, and
inability to detect zero-day attacks.

e Objective Definition: Development
of a centralized intelligent auditing
system using hybrid  detection
techniques.

e Design and Development:
Building system architecture,
detection modules, and centralized
analytics engine.

e Demonstration: Deploying  the
system in a simulated environment
with multiple host machines.

e Evaluation: Measuring performance
using detection accuracy, false
positive rate, and system latency.

e Communication: Documenting findings

and results.

This structured approach ensures that the
research outcome is both practical and
scientifically validated.
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AGILE METHODOLOGY FRAMEWORK

The system development process follows the
Agile methodology, particularly an iterative
and incremental model. Agile is suitable for
cybersecurity systems because requirements
often evolve based on testing outcomes and
threat behavior analysis.

The development is divided into sprints, each

focusing on specific system components:

e Sprint 1: Requirement Analysis and

Planning

e Sprint 2: System Architecture Design

e Sprint 3: Host-Based Agent

Development

e Sprint 4: Centralized Server

Development

e Sprint 5: |Integration of Detection

Models
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e Aggregates data from multiple hosts

e Performs signature-based detection
using predefined rule sets

e Executes anomaly detection using
machine learning models

e Correlates events across hosts for
advanced threat detection

Intelligent Auditing Engine

e Applies machine learning
algorithms (e.g., decision trees,
clustering, or neural networks)

e Learns normal behavioral patterns of
hosts

e Continuously  updates  detection
models based on new data

DATA COLLECTION METHODS

o . o Data is collected from simulated or real host
* Sprint 6: Testing and Optimization environments using monitoring agents. The

e Sprint 7: Evaluation and Refinement following types of data are captured:

e System logs (authentication, errors, access

Each sprint includes planning, logs)
implementation, testing, and review phases. ) o
Feedback from each iteration is used to »  File system modifications

improve system performance and refine
detection accuracy.

e Process execution activities
e CPU and memory usage patterns

o Network connection logs
SYSTEM ARCHITECTURE DESIGN

The proposed system is based on a The collected dataset is preprocessed by:

centralized hybrid HIDS architecture,
consisting of three main components: e Removing duplicates and irrelevant entries

Normalizing numerical values
1. Host-Based Agents * g

. Encoding categorical variables
o Installed on each endpoint system * g g

o Feature selection to identify relevant

e Monitor system logs, file integrity, atiributes
CPU usage, network activity, and user
behavior
e Preprocess and forward audit data to DETECTION TECHNIQUES

the central server

The system integrates a hybrid intrusion

i . detection approach:
2. Centralized Analysis Server
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Signature-Based Detection

e Uses predefined attack patterns and rule

sets

e Identifies known malware signatures and

unauthorized actions

RESULTS

This section presents the findings obtained
from the implementation and evaluation of the
proposed Centralized Hybrid Host-Based
Intrusion Detection System (HIDS) with
intelligent auditing capabilities. The system
was tested in a simulated multi-host
environment to assess its  detection
performance, scalability, and operational
efficiency. The results focus on detection
accuracy, false alarm rates, system latency,
and comparative performance against baseline
approaches (signature-only and anomaly-only
systems).

Experimental Setup

The system was deployed in a controlled
environment consisting of multiple virtual host
machines connected to a centralized analysis
server. Each host ran an agent responsible for
collecting system logs, process activities, and
network behavior data. The centralized server
executed both signature- based detection rules
and machine learning-based anomaly detection
models.

Two datasets were used for evaluation

A normal behavior dataset representing legitimate

system activities.

An attack dataset containing simulated
intrusion scenarios (e.g., brute force attacks,
malware execution, unauthorized file access,
and privilege escalation attempts).

Evaluation was conducted using standard

classification metrics.
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Detection Performance

The performance of the proposed system was
evaluated in terms of accuracy, precision,
recall, and F1-score.

DISCUSSION

The results obtained from the implementation
and evaluation of the centralized hybrid Host-
Based Intrusion Detection System (HIDS)
demonstrate  significant improvements in
detection accuracy, reduction of false alarms,
and overall system efficiency. This section
interprets these findings in relation to existing
literature and explains how the proposed
system  addresses  previously identified
challenges in intrusion detection research.

Interpretation of Detection Performance

The proposed system achieved an accuracy of
96%, outperforming both signature-based
(88%) and anomaly-based (90%) systems.
This confirms the effectiveness of combining
both detection approaches into a hybrid
framework. EXxisting studies have consistently
shown that signature-based systems perform
well in detecting known threats but fail against
unknown attacks, while anomaly- based
systems are capable of detecting novel threats
but suffer from higher false positives. The
results of this study align with these findings
and further demonstrate that hybridization
effectively balances the strengths and
weaknesses of both approaches.

The improvement in precision (95%) and
recall (97%) indicates that the system not only
detects most attacks but also minimizes
incorrect classifications. This supports earlier
research that hybrid IDS architectures improve
detection reliability by leveraging multiple
decision mechanisms. In particular, the
integration of intelligent auditing helped refine
detection decisions by correlating multiple
system events, reducing misclassification
rates.

Reduction of False Positives and False

Negatives
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One of the major limitations identified in
previous literature is the high false positive
rate in anomaly-based systems. The proposed
system reduced false positives to 4%,
significantly lower than both baseline models.
This improvement is attributed to the
intelligent auditing layer, which filters noisy
alerts and applies contextual analysis before
generating final decisions.

Similarly, the reduction in false negatives
(3%) demonstrates improved sensitivity in
detecting malicious behavior. This finding
supports recent studies that emphasize the
importance of combining behavioral analysis
with  rule-based detection to improve
system reliability. By integrating both
detection methods within a centralized
framework, the system minimizes missed
detections while maintaining accuracy.

Impact of Centralized Architecture

The centralized design of the system plays a
key role in improving overall performance.
Literature on distributed HIDS systems
highlights challenges such as fragmented
analysis, inconsistent alert handling, and
delayed response times. The proposed system
addresses these issues by aggregating data
from multiple hosts into a single analysis
engine.

The results show that centralized processing
enables better event correlation across hosts,
allowing the system to identify coordinated
attacks that may not be detectable at individual
endpoints. This aligns with prior research that
emphasizes the importance of centralized
security monitoring for large-scale
environments. However, the slight increase in
processing time (62 ms average) reflects a
known trade-off between centralized analysis
and system latency.

Effectiveness of Intelligent Auditing

The intelligent auditing component
significantly improved system efficiency by
reducing alert volume by approximately 35%
while maintaining high detection accuracy.
This finding is consistent with recent studies
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that highlight the role of machine learning-
based log analysis in reducing alert fatigue.

By learning normal behavioral patterns and
correlating multiple events, the system was
able to distinguish between benign anomalies
and actual threats more effectively. This
addresses a common issue reported in the
literature, where traditional IDS systems
overwhelm administrators with excessive false
alerts.

Furthermore, intelligent auditing enhanced
decision-making by prioritizing high-risk
events, which improves incident response
efficiency. This demonstrates that
incorporating adaptive learning mechanisms
into IDS frameworks is essential for modern
cybersecurity environments.

Detection of Known and Unknown Attacks

The system achieved high detection rates across
multiple attack types, including brute force
(98%), malware execution (97%), and
privilege escalation (95%). These results
confirm the effectiveness of signature-based
detection for known threats, as reported in
earlier studies.

More importantly, the system achieved a 92%
detection rate for zero-day simulations,
demonstrating the strength of the anomaly
detection component. This finding is
particularly significant, as many traditional
IDS systems fail to detect unknown attacks.
Previous research has shown that machine
learning-based anomaly detection improves
zero-day detection but often increases false
positives. However, the proposed hybrid
approach successfully mitigates this trade- off.

Scalability and System Efficiency

The scalability evaluation showed that the
system maintained stable performance as the
number of hosts increased. This is consistent
with literature suggesting that lightweight
agent-based architectures are suitable for
distributed environments. The moderate
increase in server load indicates that while
centralization introduces processing overhead,
it remains manageable within realistic
deployment scenarios.
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The results also confirm that endpoint agents
consume minimal resources, making the
system practical for real-world deployment.
This supports previous findings that efficient
agent design is critical for scalable HIDS
implementations.

CONCLUSION

This study presented a Centralized Hybrid
Host-Based Intrusion Detection  System
(HIDS) enhanced with intelligent auditing
techniques to  improve  cybersecurity
monitoring and threat detection. The primary
objective was to address limitations found in
traditional intrusion  detection  systems,
particularly issues related to high false positive
rates, poor scalability, and limited capability in
detecting unknown attacks.

The findings of the study demonstrate that
integrating signature-based and anomaly-
based detection methods within a centralized
architecture significantly improves system
performance. The proposed system achieved a
high  detection  accuracy of  96%,
outperforming standalone signature-based and
anomaly-based systems. It also reduced false
positives to 4%, showing that intelligent
auditing effectively filters irrelevant alerts and
improves decision quality.
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