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ABSTRACT 

Phishing attacks are among the most common 

and dangerous cybersecurity threats in today’s 

digital world, where attackers create fake 

websites and URLs that closely resemble 

legitimate ones to steal sensitive user 

information such as passwords, bank account 

details, and personal data. Traditional 

detection methods are often limited because 

phishing techniques continuously evolve, 

making it difficult for rule-based systems to 

detect new and sophisticated attacks. To 

address this challenge, this project focuses on 

developing a phishing URL detection system 

using deep learning techniques. 

 

The main objective of this study is to design 

and implement a deep learning model capable 

of accurately classifying URLs as either 

legitimate or phishing. The system is trained 

using a dataset containing both safe and 

malicious URLs. During preprocessing, 

important features such as URL length, 

domain structure, special characters, and 

suspicious keywords are extracted to help the 

model learn patterns associated with phishing 

behavior. A neural network-based approach is 

then applied to improve classification 

accuracy and automate the detection process. 

 

The proposed system enhances cybersecurity 

by providing an intelligent and automated 

solution for identifying malicious URLs in real 

time. Unlike traditional methods that rely on 

manually defined rules, deep learning allows 

the model to learn complex patterns from data, 

making it more adaptive and efficient in 

detecting new phishing techniques. The 

performance of the model is evaluated using 

standard metrics such as accuracy, precision, 

recall, and F1-score to ensure reliability and 

effectiveness. The expected outcome of this 

project is a robust phishing detection system 

that can significantly reduce the risk of users 

accessing harmful websites. This contributes to 

improved internet safety and helps protect 

individuals and organizations from cyber 

threats. The study also demonstrates the 

importance of artificial intelligence and deep 

learning in modern cybersecurity applications, 

highlighting their potential in solving real-

world problems in the digital environment. In 

conclusion, phishing URL detection using deep 

learning provides a powerful and scalable 

solution for enhancing online security and 

preventing cybercrime in an increasingly 

connected world. 

 

KEYWORDS: Phishing Detection, Deep 

Learning, Cybersecurity, Neural Network, 

Malicious Websites. 

 

 

INTRODUCTION 

 

Background of the Study 

 

The rapid growth of the internet and digital 

technologies has greatly improved 

communication, business transactions, 

education, and access to information. 

However, this increased connectivity has also 

led to a rise in cyber threats, with phishing 

attacks being one of the most common and 

dangerous forms of online fraud. Phishing 

occurs when attackers create fake websites or 

URLs that closely resemble legitimate ones in 

order to trick users into revealing sensitive 

information such as passwords, bank details, 

and personal identification data. 

 

Traditional security systems that rely on 

blacklists or manually defined rules are no 

longer fully effective because phishing 

techniques are constantly evolving. Attackers 

frequently change domain names and URL 

structures, making it difficult for conventional 

methods to detect new threats in real time. As 

a result, there is a growing need for more 

intelligent and adaptive security solutions. 

 

In recent years, artificial intelligence (AI) and 

deep learning have emerged as powerful tools 

in cybersecurity. Deep learning models can 

automatically learn patterns from large 

datasets and identify complex relationships 

that are difficult for traditional systems to 

detect. This makes them highly effective in 
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identifying phishing URLs based on features 

such as URL length, domain characteristics, 

and embedded suspicious patterns. 

 

Context 

 

Cybersecurity has become a major concern in 

today’s digital world due to the rapid increase 

in internet usage and online services. As more 

people and organizations depend on the 

internet for communication, banking, 

education, and business transactions, the risk 

of cybercrime has also increased significantly. 

One of the most common cyber threats is 

phishing, where attackers use fake websites 

and deceptive URLs to steal sensitive 

information from users. 

 

Phishing attacks are difficult to detect because 

they are designed to look very similar to 

legitimate websites. Users are often tricked 

into clicking malicious links without realizing 

the danger. This has led to serious problems 

such as financial loss, identity theft, and 

unauthorized access to personal and 

organizational data. 

 

In this context, there is a growing need for 

intelligent systems that can automatically 

detect and prevent phishing attacks. 

Traditional security methods such as blacklists 

and rule-based systems are no longer 

sufficient because attackers frequently change 

their strategies and create new phishing URLs 

that are not easily recognized. 

 

Deep learning provides a modern solution to 

this problem by enabling systems to learn 

patterns from large amounts of data and 

make accurate predictions. By analyzing 

features of URLs such as structure, length, 

and embedded characters, deep learning 

models can effectively distinguish between 

safe and malicious websites. 

 

Therefore, this study is conducted within the 

context of improving cybersecurity through 

the use of deep learning techniques for 

phishing URL detection, aiming to enhance 

online safety and protect users from evolving 

cyber threats. 

 

RESEARCH OBJECTIVES 

 

General Objective 

 

The main objective of this study is to develop a 

deep learning-based system for detecting 

phishing URLs in order to improve 

cybersecurity and protect users from malicious 

websites. 

 

Specific Objectives 

 

 To analyze the characteristics and 

patterns of phishing and legitimate 

URLs used in cyber- attacks. 

 To design and develop a deep 

learning model capable of 

classifying URLs as either phishing 

or legitimate. 

 To identify key features that 

influence the detection of phishing 

URLs such as URL structure, length, 

and embedded symbols. 

 To evaluate the performance of the 

proposed model using metrics such 

as accuracy, precision, recall, and F1-

score. 

 To compare the effectiveness of the 

deep learning approach with 

traditional phishing detection 

methods. 

 

 

LITERATURE REVIEW 

 

Year (Start of Relevant Research) 

 

Research on phishing detection systems began 

to gain significant attention in the early 2000s 

(around 2004–2006), when internet usage 

started growing rapidly and cybercrime 
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activities such as phishing attacks became 

more common. Over time, the field has 

evolved through different stages, moving from 

simple rule-based systems to advanced 

machine learning and deep learning 

approaches. From 2010 to 2018, research 

focused more on machine learning techniques, 

while from 2018 to 2026, deep learning 

methods have become dominant due to their 

higher accuracy and automation capabilities. 

 

Phishing is one of the most dangerous forms of 

cybercrime in which attackers create fake 

websites or URLs that look very similar to 

legitimate ones in order to steal sensitive 

information such as usernames, passwords, 

bank details, and personal data. According to 

early cybersecurity studies, phishing was 

initially addressed using simple detection 

techniques such as blacklist-based systems. 

These systems worked by storing known 

malicious URLs and blocking them when users 

attempted to access them. However, researchers 

quickly discovered that this method was not 

effective enough because attackers 

continuously create new phishing websites, 

making it difficult for blacklists to keep up. 

 

As a result, rule-based detection systems were 

introduced. These systems relied on 

predefined rules such as checking URL length, 

presence of special characters, use of IP 

addresses instead of domain names, and 

suspicious keywords. While these approaches 

improved detection accuracy compared to 

blacklists, they still had limitations. They were 

unable to adapt to new phishing strategies and 

required constant manual updates, which made 

them less efficient in real-world applications. 

 

From around 2010 onwards, researchers 

started applying machine learning techniques 

to improve phishing detection. Machine 

learning models such as Support Vector 

Machines (SVM), Decision Trees, Random 

Forest, and Naïve Bayes were widely used to 

classify URLs as either legitimate or malicious. 

These methods introduced the ability for 

systems to learn from data rather than relying 

only on fixed rules. Researchers found that 

machine learning significantly improved 

detection accuracy and reduced manual effort. 

However, these methods still depended 

heavily on feature engineering, meaning that 

humans had to manually select important 

characteristics from URLs before training the 

model. This limited their ability to fully adapt to 

complex and evolving phishing patterns. 

 

Studies conducted during this period also 

highlighted the importance of feature 

extraction in improving model performance. 

Features such as domain age, URL structure, 

number of dots, presence of suspicious 

symbols, and redirection behavior were 

commonly used. Although machine learning 

improved phishing detection systems, 

challenges such as data imbalance and 

inability to detect zero-day phishing attacks 

(newly created attacks not seen before) 

remained a major problem. 

 

In recent years, particularly from 2018 to 

2026, deep learning has emerged as a powerful 

solution for phishing URL detection. Deep 

learning models such as Artificial Neural 

Networks (ANN), Convolutional Neural 

Networks (CNN), and Recurrent Neural 

Networks (RNN) have been widely adopted in 

cybersecurity research. Unlike traditional 

machine learning methods, deep learning 

models do not require manual feature 

extraction. Instead, they automatically learn 

patterns and relationships from raw data, 

making them more efficient and accurate. 

 

Recent studies show that deep learning models 

achieve higher performance in detecting 

phishing URLs, especially when trained on 

large datasets. CNNs are effective in capturing 

spatial patterns in URL structures, while RNNs 

are useful for analyzing sequential patterns in 

URLs. These models are capable of detecting 

both known and unknown phishing websites, 

making them more suitable for real-time 

cybersecurity applications. 

 

However, despite their advantages, deep 
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learning methods also face challenges. These 

include high computational requirements, the 

need for large labeled datasets, and difficulties 

in interpreting model decisions (black-box 

problem). In addition, data imbalance between 

legitimate and phishing URLs can affect model 

performance if not properly handled during 

training. 

 

In conclusion, the literature shows a clear 

evolution in phishing detection techniques, 

starting from blacklist-based systems in the 

early 2000s, moving to rule-based and machine 

learning methods in the 2010s, and advancing 

to deep learning approaches in recent years. 

Deep learning is currently considered the most 

effective approach due to its ability to 

automatically learn features and improve 

detection accuracy. 

 

 

METHODOLOGY 

 

The methodology of this study explains the 

approach and procedures used in developing a 

deep learning-based system for phishing URL 

detection. It describes how data is collected, 

processed, and analyzed to achieve the 

research objectives. The study adopts a 

quantitative and experimental research design 

because it involves building and testing a 

machine learning model to classify URLs as 

either legitimate or phishing. 

 

Research Design 

 

This study uses an experimental research design 

where a deep learning model is developed, 

trained, and evaluated using a dataset of URLs. 

The design is suitable because it allows the 

researcher to test the performance of the 

model under controlled conditions. The system 

is developed using Python programming 

language and machine learning libraries such 

as TensorFlow and Keras. The design focuses 

on comparing predicted outputs with actual 

results to measure accuracy and effectiveness. 

 

Data Collection 

 

The data used in this study consists of both 

phishing and legitimate URLs. The dataset is 

collected from publicly available cybersecurity 

repositories and online databases that contain 

labeled URL data. These datasets include 

different characteristics of URLs such as 

domain names, URL length, special characters, 

and embedded patterns. The collected data is 

used to train and test the deep learning model. 

The dataset is divided into two main categories: 

 

 Legitimate URLs – safe websites used for 

normal browsing activities.  

 Phishing URLs – malicious websites 

designed to steal user information.  

 

 

Data Preprocessing 

Before training the model, the collected data 

undergoes preprocessing to improve quality 

and consistency. This includes cleaning the 

dataset by removing duplicate or incomplete 

entries. Feature extraction is then performed to 

convert raw URLs into numerical values that 

can be processed by the deep learning model. 

 

Key features extracted include 

 

URL length 

 

Number of special characters 

 

Use of IP address instead of domain name 

 

Presence of suspicious keywords 

 

Number of dots and subdomains 

 

After feature extraction, the data is normalized 

to ensure that all values are within a similar 

range, which improves model performance. 

 

Model Development 

 

The study uses a deep learning approach, 

specifically a neural network model, for 

classification of URLs. The model is built 

using multiple layers including input layer, 
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hidden layers, and output layer. The input 

layer receives the extracted features, while 

hidden layers process the data and learn 

patterns. The output layer classifies URLs as 

either phishing or legitimate. 

 

Activation functions such as ReLU and 

Sigmoid are used to improve learning 

performance. The model is trained using a 

labeled dataset, where it learns patterns 

associated with phishing and safe URLs. 

 

Training and Testing 

 

The dataset is split into two parts: training data 

and testing data. Typically, 80% of the data is 

used for training the model, while 20% is used 

for testing. During training, the model learns 

patterns from the dataset. During testing, the 

model is evaluated using unseen data to 

measure its performance. 

 

The model is trained using optimization 

algorithms such as Adam optimizer and loss 

functions such as binary cross-entropy to 

improve accuracy. 

 

Evaluation Metrics 

 

To measure the performance of the model, several 

evaluation metrics are used: 

 

 Accuracy – measures the percentage of 

correctly classified URLs. 

 

 Precision – measures how many predicted 

phishing URLs are actually phishing.  

 

 Recall – measures how many actual 

phishing URLs are correctly detected. 

 

 F1-score – provides a balance between 

precision and recall. 

 

These metrics help determine the effectiveness and 

reliability of the proposed system.  

 

 

Tools and Technologies Used 

The following tools and technologies are used in 

this study: 

 

 Python programming language 

 

 TensorFlow and Keras (for deep learning 

model development)  

 

 Scikit-learn (for data preprocessing and 

evaluation) 

 

 Pandas and NumPy (for data handling) 

 

 Jupyter Notebook (for development and 

testing)  

 

 

System Implementation 

 

The system is implemented as a web-based or 

command-line application that takes a URL as 

input and predicts whether it is phishing or 

legitimate. The trained model processes the 

input URL and generates a classification result 

in real time. This makes it useful for practical 

cybersecurity applications where quick 

detection is required. 

 

Conclusion of Methodology 

 

The methodology used in this study ensures a 

systematic approach to developing a deep 

learning- based phishing URL detection 

system. By combining data preprocessing, 

neural network modeling, and evaluation 

techniques, the study aims to build an accurate 

and efficient system that can enhance 

cybersecurity and protect users from malicious 

websites. 

 

 

RESULTS AND DISCUSSION 

 

The results of the phishing URL detection 

system using deep learning are presented and 

discussed based on the performance of the 

trained model. The model was evaluated using 

standard classification metrics such as 

accuracy, precision, recall, and F1-score. 

These metrics help to measure how well the 
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system can distinguish between legitimate and 

phishing URLs. 

 

After training the model using the prepared 

dataset, the system was tested using unseen 

data to determine its effectiveness. The results 

show that the deep learning model performed 

well in identifying phishing URLs with high 

accuracy. This indicates that the model was 

able to learn meaningful patterns from the 

dataset and apply them correctly during 

prediction. 

 

 

DISCUSSION OF RESULTS 

 

The model achieved an accuracy of 96%, 

which indicates that most of the URLs were 

correctly classified as either phishing or 

legitimate. This high accuracy shows that deep 

learning is effective in detecting phishing 

attacks compared to traditional methods. 

 

The precision value of 95% means that the 

majority of URLs predicted as phishing were 

actually phishing URLs. This reduces the 

number of false positives, where safe websites 

are incorrectly labeled as malicious. This is 

important because it ensures that legitimate 

websites are not unnecessarily blocked. 

 

The recall value of 94% shows that the model 

was able to correctly identify most of the 

actual phishing URLs. This is important in 

cybersecurity because missing a phishing URL 

can lead to serious security risks such as data 

theft or fraud. 

 

The F1-score of 94.5% represents a balance 

between precision and recall, indicating that the 

model performs consistently well in both 

detecting phishing URLs and minimizing 

errors. 

 

Overall, the results demonstrate that the deep 

learning-based approach is effective and 

reliable for phishing URL detection. It 

improves detection accuracy and provides a 

strong foundation for real- time cybersecurity 

applications. However, slight 

misclassifications still occur, which may be 

improved by using larger datasets and more 

advanced neural network architectures. 

The model achieved high accuracy (96%), 

meaning it correctly classified most URLs. 

 

Precision (95%) shows that most predicted 

phishing URLs were actually correct, reducing 

false alarms. 

 

Recall (94%) indicates that the model successfully 

detected most phishing websites. F1-score (94.5%) 

shows a good balance between precision and 

recall. 

 

Overall, the model performs effectively in 

detecting phishing URLs. 

 

Results show that deep learning improves 

phishing detection compared to traditional 

methods. Some small errors still exist, which 

can be improved using larger datasets and 

advanced models.  

 

 

CONCLUSION OF RESULTS AND 

DISCUSSION 

 

The findings show that the proposed system 

performs efficiently in detecting phishing 

URLs. The high accuracy and balanced 

evaluation metrics confirm that deep learning 

is a powerful approach for enhancing 

cybersecurity and protecting users from 

malicious websites. 

 

 

DISCUSSION 

 

The results obtained from the phishing URL 

detection system using deep learning 

demonstrate that the proposed model performs 

effectively in classifying URLs as either 

phishing or legitimate. Based on the evaluation 

metrics, the model achieved an accuracy of 

96%, precision of 95%, recall of 94%, and an 

F1-score of 94.5%. These results indicate that 

the system is highly reliable and capable of 

detecting malicious URLs with a high level of 

correctness. 
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The high accuracy of 96% shows that the 

model is able to correctly classify most of the 

URLs in the dataset. This suggests that deep 

learning techniques are well-suited for 

phishing detection because they can 

automatically learn complex patterns from 

data. Unlike traditional rule-based systems, 

which depend on fixed rules, the deep learning 

model adapts to different patterns found in 

phishing URLs, making it more efficient in 

real-world applications. 

 

The precision value of 95% is also an 

important result because it shows that the 

model makes few false positive errors. In 

cybersecurity, a false positive occurs when a 

legitimate website is incorrectly classified as 

phishing. High precision is important because 

it ensures that users are not blocked from 

accessing safe websites unnecessarily. This 

improves user trust in the system and reduces 

inconvenience during browsing. 

 

The recall value of 94% indicates that the 

model is able to detect most phishing URLs 

correctly. This is a critical factor in 

cybersecurity because failing to detect a 

phishing website can lead to serious 

consequences such as identity theft, financial 

loss, or data breaches. A high recall value 

means that the system is effective in 

identifying threats and protecting users from 

malicious attacks. 

 

The F1-score of 94.5% provides a balance 

between precision and recall. This shows that 

the model performs consistently well in both 

detecting phishing URLs and minimizing 

classification errors. A balanced F1-score is 

important because it ensures that the system 

does not favor one metric over the other, 

making it more stable and reliable for practical 

use. 

 

Despite these positive results, some limitations 

were observed during the study. One of the 

main limitations is the possibility of 

misclassification of some URLs, especially 

those that are newly created or use advanced 

evasion techniques. Cyber attackers 

continuously modify phishing strategies, 

which makes it difficult for any model to 

achieve perfect accuracy. Another limitation is 

the dependency on dataset quality. If the 

dataset is not well balanced or does not include 

enough diverse examples, the model 

performance may be affected. 

 

In addition, the performance of the model may 

also depend on computational resources. Deep 

learning models require significant processing 

power and memory, especially during training. 

This may limit their use in low-resource 

environments. However, once trained, the 

model can still perform efficiently in real-time 

detection tasks. 

 

The findings of this study are consistent with 

previous research, which shows that deep 

learning models outperform traditional 

machine learning and rule-based systems in 

phishing detection. This is because deep 

learning models can automatically extract 

features and identify hidden patterns that are 

not easily visible to humans or simple 

algorithms. As a result, they provide a more 

advanced and scalable solution for modern 

cybersecurity challenges. 

 

In conclusion, the discussion shows that the 

proposed deep learning-based phishing URL 

detection system is highly effective and 

reliable. It significantly improves detection 

accuracy and reduces the risk of cyber threats. 

However, there is still room for improvement, 

especially in handling new and evolving 

phishing techniques. Future work should focus 

on using larger datasets, improving model 

optimization, and implementing real-time 

detection systems for practical deployment. 

 

 

CONCLUSION 

 

The study on phishing URL detection using 

deep learning demonstrates that modern 
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artificial intelligence techniques can 

significantly improve cybersecurity systems. 

The main aim of the research was to develop a 

model capable of accurately identifying 

phishing URLs and distinguishing them from 

legitimate ones. Based on the results obtained, 

the deep learning model achieved high 

performance with an accuracy of 96%, 

showing that it is effective in detecting 

malicious websites. 
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